The unfortunate truth is that not all solutions
being marketed to dentists as HIPAA compliant
are what they claim to be. Fortunately, you don’t
have to become an IT expert to get HIPAA
Compliance with email right.

This white paper provides 10 important insights,
presented in lay terms, to help you ensure that
your practice is handling email and other ePHI
correctly.

1. ePHI Compliance — Is it Really
Worth It?

In a word: Yes. Aside from being a legal
obligation, there are now stiff enforcement fines
—up to $1.5M. Additionally, any breach must be
reported to patients and the department of
Health and Human Services (HHS). If a
data breach affects over 500 patients, you have
the extra responsibility of reporting to the media
and your practice gets listed on the HSS website
breach portal.

2. Technically Sophisticated does not
mean Difficult to Use.

Expect Ease of Use from any HIPAA compliant
email solution. Email is still the primary tool
used by most practices to communicate with
third parties and patients, so adding security
should not complicate your practice workflow.
Solutions exist that look like, and operate as
intuitively as, common third party email systems
like Outlook and Gmail. Imagine having a single
point of sign on and management for your many
email accounts, both secure and non-secure;
some systems have that capability. Also, expect
features like “drag and drop” for attaching files
without significant file size restrictions.

3. Encryption is Key — More is Better

HIPAA compliant ePHI systems are required to
meet five technical safeguards, one of which is
Transmission Security. Encryption and
decryption are critical to satisfying the
Transmission Security safeguard. In the dental
practice the goal of Encryption is to secure
against unauthorized users viewing ePHI.
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Ask your HIPAA compliant email provider:

¢ Does their solution incorporate encryption
that conforms to a nationally recognized
standard such as the AES (Advanced
Encryption Standard)?

¢ What length of encryption key does their
solution provide (i.e. 256-bit, 1024-bit,
2048-bit)? Hint: the higher the number the
more secure.

In January of 2016, was fined
$250K by the Federal Trade Commission and
ordered to stop marketing the encryption for its
Dentrix G5 software solution as providing
HIPAA compliant level security. Their
proprietary encryption methodology turned out
to be far less robust than the Advanced
Encryption Standard required for HIPAA
compliance.

This case points out that when sharing ePHI in a
HIPAA compliant manner, encryption is taken
very seriously. It also demonstrates that there
are email solutions being marketed as compliant
that do not meet all the required HIPAA
technical safeguards.

4. Sign Me Out... Please

Access Control is another of the five required
technical safeguards. One vital component of
this technical safeguard can be satisfied with a
feature as simple as Automatic Logoff from
workstations providing access to ePHI. The
automatic logoff specification states that
wherever feasible practices should:

“Implement electronic procedures
that terminate an electronic session
after a predetermined time of
inactivity”

Despite best intentions, workers may not have
the time or simply forget to logoff when they
leave their workstation unattended. Automatic
logoff is an important feature of a HIPAA
compliant system to guard against not only
unauthorized viewers in the office but also
remote access from hackers.
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